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Abstract
Account login history interfaces are designed by online services to

help users detect unauthorized access to their accounts. However,

current implementations provide unreliable and easily spoofed in-

formation such as devicemodels and approximate cities or provinces

derived from IP addresses. These cues are especially unreliable in

interpersonal attacks (IA), where attackers personally know the

victim (e.g., intimate partners, family members, or colleagues) and

often share similar devices, networks, or locations. We introduce

User-Recognizable Device Identifiers (URIDs) — unspoofable, unlink-

able device identifiers designed to help users recognize logins from

their own devices. URIDs are attested by device hardware to prevent

spoofing and represented as AI-generated images that users can

easily remember and recognize. Embedded into standard app or web

interfaces, these images allow users to visually verify their logins in

the account login history without revealing device identity across

services. We implement URIDs on the Android mobile platform

and evaluate their effectiveness in a three-week within-subjects

study with 59 participants. In this study, URIDs were associated

with a statistically significant increase in overall login-detection

performance (F1, Holm-adjusted 𝑝 = 0.048), with the largest direc-

tional gains in the most difficult scenarios where attacker logins

mimic legitimate sessions using identical user-agent strings and IP

addresses — conditions common in interpersonal attack cases.
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1 Introduction
Detecting unauthorized logins remains a persistent challenge, par-

ticularly in the context of interpersonal attacks (IA), where the

adversary is someone close to the victim (e.g., an intimate partner,

family member, or colleague). Intimate partner violence (IPV) is

widespread — global estimates indicate that more than one quarter

of ever-partnered women have experienced physical or sexual vio-

lence by a partner [50, 55, 60]. Account intrusions in this setting

are especially difficult to diagnose because an attacker may share

the victim’s physical environment, network, and device types.
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Figure 1: An illustrative example of the Facebook ALH in-
terface showing incomplete and potentially misleading in-
formation, which makes it difficult for users to distinguish
legitimate logins from suspicious ones.

In practice, users rely on the account login history (ALH) to iden-

tify suspicious activity. These interfaces present recent login events

along with contextual metadata such as time, location, and device

information (see Fig. 1). However, prior work shows that users

struggle to interpret these signals effectively [20]. The core issue

is that existing cues are either unreliable or easily manipulated.

Users have limited ability to recall precise login times [19]; privacy

relays can obscure network location [9]; and client-supplied device

properties can be altered [7]. In IA scenarios, these signals degrade

further: an attacker operating from the same network or using a

similar device leaves little observable difference from legitimate

activity.

Although modern devices provide strong hardware-backed iden-

tifiers (e.g., IMEIs, MAC addresses, or keys held in a Trusted Exe-

cution Environment (TEE) [57]), these are intentionally restricted

by operating systems to prevent cross-application tracking [6, 10].

Moreover, even if accessible, such identifiers are not meaningful

to users and therefore provide little value in user-facing interfaces

like the ALH.

To address this gap, any practical solution must satisfy three

requirements: it must be (a) unspoofable to resist adversaries, (b)

privacy-preserving to prevent cross-service tracking, and (c) user-
recognizable to support human decision-making. These require-

ments are inherently in tension. For example, globally unique iden-

tifiers risk linkability across services, while human-friendly repre-

sentations are often easier to imitate.
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We proposeUser-Recognizable Device Identifiers (URIDs) to satisfy
all three requirements at once. URIDs are derived from hardware-

backed keys within the TEE (Section 4), ensuring resistance to

spoofing. To preserve privacy, identifiers are generated per device–
identity pair (e.g., where the identity is an email address or a phone

number), so that services cannot link a device across accounts unless

they already share the same identity information.

To make identifiers usable, we convert them into AI-generated

images (or other perceptual representations) that are periodically

shown to users in familiar interface elements (e.g., lock screens or

app splash pages). During login, the device shares its URID with the

service, which records and displays it in the ALH. Users can then

identify legitimate sessions by recognizing familiar URID images,

while unfamiliar or missing identifiers can be flagged as suspicious.

This approach leverages recognition memory, allowing users to

judge a presented stimulus as familiar without having to reproduce

an identifier from memory [46].

Prior work demonstrates a substantial capacity for long-term

recognition of pictures and object details [15, 47]. This evidence

motivates the use of visual identifiers, although recognizing repeat-

edly exposed URIDs in an account-security interface is a distinct

task that we evaluate empirically.

We implement our URID scheme on Android devices using

hardware-backed TEEs and generate images using the open-source

SDXL-Turbo model. Image generation can be performed offline and

cached, avoiding runtime overhead on user devices. To evaluate

URIDs, we conducted a three-week within-subjects study with 59

participants. Participants interacted with ALH interfaces under

conditions with and without visual identifiers. In this study, URIDs

were associated with higher overall F1 and the largest directional

gains in the most challenging attack scenario, where conventional

cues fail; participants also showed strong recognition of identifiers

over time.

Contributions.

• We introduce URID, an unspoofable, unlinkable, and user-

recognizable device identifier that enables users to distin-

guish legitimate logins from unauthorized ones in the ALH,

particularly in IA scenarios.

• We design and implement a URID generation and verification

system on Android using TEEs, and represent identifiers as

AI-generated images to support intuitive recognition.

• We conduct a three-week user study with 59 participants

demonstrating that URIDs improve login discrimination and

are reliably recognized over time without explicit memoriza-

tion.

2 Background and Related Work
Automated Compromise Detection. Service providers (SPs) detect

compromised social-network accounts from changes in content, be-

havior, and social activity [25, 45, 56, 58, 63]. Thomas et al. [56], for

example, analyzed 8.7 billion tweets and identified approximately

14 million affected accounts, many linked to phishing and malware

spreading through the social graph. VanDam et al. [58] charac-

terized self-reported Twitter compromises, while Ruan et al. [45]

modeled Facebook users’ clickstream behavior. Such methods help

providers flag suspicious activity but do not give users trustworthy,

intelligible evidence for attributing a login to a device.

User-Facing Compromise Diagnosis. Users often discover hijack-

ing and account compromise through visible consequences, such

as messages sent from their accounts [8, 54]. Login notifications

can support earlier diagnosis, yet users remain uncertain about

suspicious incidents and need more help responding to malicious

sign-ins [37, 44].

In a user study simulating real-world account compromise via

adversarial passkeys, Daffalla et al. [21] similarly find that users are

often confused about login alerts and are hesitant to click on email

links. They also find that service-provided remediation wizards

are misleading and often fail to address the source of the compro-

mise. This is consistent with prior work on online remediation

guidance [36, 39] and users’ responses to it [31, 49]. Research on

security warnings more broadly finds that users act on them only

when the warning explains the risk clearly and offers a concrete

next step [1, 26] — requirements that login alerts and remediation

flows largely fail to meet.

Account security interfaces (ASIs) [20], including device lists

and session and activity logs, provide more context than individual

notifications because they list all accesses to an account typically

along with metadata such as the location, and date and time of

access. Daffalla et al. [20] found that ASIs can aid compromise

diagnosis but are difficult to interpret by users and may display

attacker-manipulated metadata. Their work surfaces access hiding

and spoofing attacks that undermine the integrity of ASIs.

In follow-up work, Bhattacharya et al. [14] conducted a survey

of ASIs across 100+ services and found that 29 of 100 services

provided no way to distinguish account accesses and that 67% of

those conveying device or location information can be spoofed.

Thus, an ASI needs to carry information that is both manipu-

lation-resistant and meaningful to its user. URIDs provide a recog-

nizable representation derived from an attested device key, subject

to our threat-model assumptions.

Accountable and private access logs. Many works in the literature

have discussed the security and integrity of system and audit logs

[13, 18, 30, 32, 34, 53]. Comparatively little, however, has explored

access logging, and private access logging in particular.

The earliest attempt in this direction was account access graphs

which model relationships among accounts, credentials, and access

events [29], later extended to reason about attacker strategies [11].

Moving from modeling to mechanism, Larch ensures that authenti-

cation leaves evidence in a user-decryptable log without revealing

the relying party to the log service [22]; it does not aim to make

individual devices recognizable.

Client-side encrypted access logging (CSAL) adds private, OS-

attested device attribution to account logs [40]. CSAL protects

integrity, privacy, and unlinkability, whereas URIDs address how

users recognize an attested identifier. A combined design could

encode a URID in CSAL’s encrypted attribution data, though evalu-

ating that composition remains future work.

Recognition-Based Interface Design. Recognition presents a can-

didate stimulus, whereas recall requires retrieving information

without that cue [28, 46]; recognition can draw on familiarity and
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contextual recollection [62]. Interfaces therefore commonly favor

recognizable choices [17], and visual-memory studies show sub-

stantial capacity for retaining pictures and object details [15, 35, 47].

These findings motivate our hypothesis that prior exposure helps

users recognize device images in an ALH, which we test empirically.

Several security mechanisms similarly exploit images. CEAL

maps public strings to human-distinguishable visual key finger-

prints for side-by-side comparison [12]. Anti-phishing systems use

personalized imagery to authenticate current browser or domain in-

teractions [23, 61], and graphical passwords require users to select

secret images [24, 59]. All these methods require users to make a

security decision within their regular workflow (e.g., while logging

in or reading email). URIDs instead support delayed attribution of

recorded logins in the ALH. This ensures that users are not making

security decisions in a rush. These images are not secret.

3 Design Requirements of URID
We design URIDs to help users recognize their own devices in the

ALH without creating a new tracking mechanism. This section first

defines the attacker and the trusted components, then states the

security and usability requirements that guide our design.

3.1 Threat Model and Trust Assumptions
We consider an attacker who has obtained the victim’s account

credentials and can complete a login from an attacker-controlled

device despite any risk-based authentication. The attacker may

manipulate client-supplied metadata, use a VPN or the victim’s net-

work, and observe identifiers, certificates, and protocol responses.

Their goal is to make the resulting ALH entry appear to originate

from one of the victim’s devices. Because URIDs are public identi-

fiers rather than credentials, seeing a victim’s URID is within the

threat model; producing an accepted response for that identifier

from a different device should remain infeasible. Attacks performed

from the victim’s unlocked device are out of scope because they

legitimately use that device’s key and URID.

We trust the hardware-backed Keystore or TEE to protect device

keys and attestation, and the operating system (OS) to authorize

access to those keys. We also trust the Privacy Certifying Authority

(Privacy CA) to certify only valid attested keys, the SP to verify

certificates, signatures, and freshness, and the ALH to retain verified

login records. Compromise of any of these components, including

suppression or deletion of ALH entries, is out of scope. Subject to

these integrity assumptions, the Privacy CA and SP are honest-but-

curious and may try to link devices or identities from the protocol

messages they observe.

Security Requirements. The threat model yields the following

security requirements for a URID system: (a) Verifiable: An SP can

verify that an identifier response was produced by a certified de-

vice key for the requested account identity, without learning the

device’s persistent hardware identity. (b) Unforgeable: An attacker

operating another device cannot produce a response that the SP

accepts as originating from the victim’s device, except by breaking

the assumed TEE/Keystore or certificate trust model. (c) Fresh: A
response is bound to the SP’s challenge and a fresh timestamp, pre-

venting replay of an earlier valid response. (d) Per-identity unique:

For a fixed account identity, distinct devices produce distinct identi-

fiers except with negligible probability. This requirement is scoped

to the device–identity pair rather than a globally stable hardware

identifier. (e) Unlinkable across identities: An SP should not be able

to infer that identifiers generated for different account identities

belong to the same device. The Privacy CA may validate device

attestations, but it must not disclose the persistent hardware iden-

tity to SPs. (f) Non-secret: An identifier may appear in an ALH or

notification and therefore must not encode sensitive information

such as biometrics or account credentials.

Usability Requirements. For URIDs to be effective, they must also

satisfy the following usability requirements: (a) User recognizable:
Given an identifier in an ALH, a user can recognize whether it be-

longs to a device they used recently without physical access to that

device. (b) Low overhead: Issuance and verification are computa-

tionally efficient, and recognizing an identifier adds little cognitive

burden to routine account review. (c) Accessible: The identifier can
be represented through multiple modalities, including images, text,

audio, or symbols. We evaluate the image representation in this

work; other modalities are left for future work.

3.2 Design Rationale
These requirements rule out several naive choices. IMEIs, perma-

nent hardware identifiers, and biometrics may be unique or difficult

to forge, but they are sensitive and linkable. User-selected device

names are recognizable but forgeable and non-unique. A signature

on a random value can provide cryptographic authenticity, but an

opaque signature is not user recognizable and a persistent device

key can enable cross-service tracking.

We therefore derive a machine-recognizable identifier (MRID)

from a key protected by the device’s TEE, and use a Privacy CA

to replace device-identifying attestation metadata with a certifi-

cate suitable for SP verification. Each identifier is derived for a

device–identity pair, where the identity is an account credential

such as an email address or phone number. Different identities on

the same device consequently yield unrelated identifiers, while a

single identity can produce a consistent identifier for verification.

The implementation and protocol are described in Section 4.

Finally, we render the MRID as a user-recognizable representa-

tion. We use AI-generated images in this work because they provide

a large space of distinct, perceptually meaningful stimuli, but the

security properties come from hardware-backed attestation rather

than from image secrecy. This separation lets the study evaluate

recognition while the threat model makes clear which claims de-

pend on the trusted hardware and certificate authorities.

4 Instantiation of URID
URID generation has two components: (a) generating machine-

recognizable identifiers (MRIDs) that meet the security require-

ments (Section 3), and (b) converting an MRID into images that

serve as the user-recognizable identifiers (URIDs).

We build on Android’s Hardware-Backed Keystore [2] and Key

Attestation framework [4]. The Keystore can bind cryptographic

keys to secure hardware — either a TEE (e.g., Trusty TEE [5]) or a

dedicated security module exposed through StrongBox [3]. When
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Service Provider
(Cloud)

App
(app

id
) urid_agent Android

Keystore / TEE

The urid_agent stores 𝑎𝑒 ,
𝑝𝑘𝑒 , and 𝜋CA

𝑒 ; non-exportable

𝑠𝑘𝑒 remains in the Keystore.
1. (𝑒, 𝑟 )
challenge

2. (app
id
, 𝑒, 𝑟 )

forward request
(mediated by OS) 3. 𝑎𝑒 ,𝑚

request signature
Keystore computes

𝜎 = Sign𝑠𝑘𝑒 (𝑚)

4. 𝜎
return signature

5.

(𝑝𝑘𝑒 , 𝜋CA
𝑒 , 𝑡𝑠, 𝜎 )

return response
6.

(𝑝𝑘𝑒 , 𝜋CA
𝑒 , 𝑡𝑠, 𝜎 )

forward response

The SP verifies 𝜋CA
𝑒 and 𝜎 , then

computes mrid = SHA256(𝑝𝑘𝑒 ) .

Figure 2: Online MRID protocol. The non-exportable key
𝑠𝑘𝑒 remains in the Android Keystore/TEE; the urid_agent in-
vokes it through alias 𝑎𝑒 . The initialization and certification
steps precede this exchange and are not shown in this figure.

hardware-backed storage is available, key material can remain out-

side the Android OS; earlier Keystore designs without sufficient in-

tegrity protection have nevertheless been vulnerable to forgery [48].

Key Attestation provides signed evidence about where a key was

generated and how it is protected, producing an attestation cer-

tificate chain that a verifier checks against a trusted root. SPs can

verify this chain and use the attested public key to derive the cryp-

tographic seed for the URID image. Fig. 8 provides screenshots of

the user interface.

While this design ensures verifiability, it exposes the device’s

endorsement key (EK), a persistent identifier that can enable cross-

service tracking. To preserve unlinkability, we introduce a Privacy
CA that verifies hardware attestations and issues short-lived, un-

linkable certificates that devices present to SPs, without revealing

the EK. This approach maintains attestation integrity while en-

suring that URIDs remain unspoofable, privacy-preserving, and

unlinkable across services.

4.1 MRID Generation Process
We now specify how a device obtains and proves possession of an

identity-specific key. Each device generates an independent key 𝑝𝑘𝑒
for each identity 𝑒 of a user. We use a trusted Privacy CA [42] whose

public key 𝑝𝑘CA is known to all SPs. There is an OS service called

urid_agent (UA) that mediates between the SP and the device’s

Keystore. The signature and verification part of the URID protocol

is shown in Fig. 2.

CA.Setup(1𝜆). The Privacy CA generates its signing key pair

(𝑠𝑘CA, 𝑝𝑘CA). System parameters specify the signature scheme (e.g.,

ECDSA or EdDSA), a hashing scheme SHA256, a maximum times-

tamp age Δ, and an injective canonical encoding function encode
for typed tuples. SPs trust 𝑝𝑘CA and maintain outstanding chal-

lenges.

UA.Init(𝑒). With the user’s approval, the urid_agent asks the
hardware-backed Keystore to generate a key pair under a fresh

alias 𝑎𝑒 . The Keystore generates (𝑠𝑘𝑒 , 𝑝𝑘𝑒 ) and attestation evidence

𝜋Att𝑒 . It never exports 𝑠𝑘𝑒 ; the urid_agent stores only the mapping

𝑒 ↦→ 𝑎𝑒 and the public key 𝑝𝑘𝑒 . Each device runs Init independently
for each identity.

CA.Issue(𝑝𝑘𝑒 , 𝜋Att𝑒 ). The urid_agent sends 𝑝𝑘𝑒 and the attesta-

tion evidence 𝜋Att𝑒 obtained from the Keystore to the Privacy CA to

request a certificate. The Privacy CA validates the attestation chain

𝜋Att𝑒 and required security properties (e.g., that the key resides in

a valid TEE and has not been revoked). If validation succeeds, it

returns a (short-lived) certificate 𝜋CA𝑒 binding 𝑝𝑘𝑒 to those prop-

erties while omitting device-identifying attestation metadata. The

urid_agent stores 𝜋CA𝑒 and repeats this request to renew it before

expiration.

SP.GetSignature. The SP samples a random challenge 𝑟 , records

(app
id
, 𝑒, 𝑟 ) as outstanding, and sends (𝑒, 𝑟 ) to the app on the device.

After explicit user approval, the app forwards (app
id
, 𝑒, 𝑟 ) via the OS

to the urid_agent. As we trust the OS, the urid_agent can verify that
the message is from a valid app with app ID app

id
. The urid_agent

retrieves 𝑎𝑒 corresponding to the identity 𝑒 from its database; if no

entry exists, it creates one by running UA.Init(𝑒). It then reads the

current timestamp 𝑡𝑠 , sets

𝑚 = encode(URID-GetSignature-v1, app
id
, 𝑒, 𝑟, 𝑡𝑠),

and asks the Keystore to sign𝑚 using the key with alias 𝑎𝑒 . The

Keystore computes 𝜎 ← Sign𝑠𝑘𝑒 (𝑚) internally and returns 𝜎 . The

urid_agent forwards this signature along with 𝑝𝑘𝑒 , 𝜋
CA
𝑒 , and 𝑡𝑠

as 𝜌 = (𝑝𝑘𝑒 , 𝜋CA𝑒 , 𝑡𝑠, 𝜎) to the app, which forwards it to the SP, as

shown in Fig. 2.

SP.Verify(𝑒, app
id
, 𝑟 , 𝜌). The SP parses 𝜌 = (𝑝𝑘𝑒 , 𝜋CA𝑒 , 𝑡𝑠, 𝜎) and

accepts only if: (1) 𝜋CA𝑒 is valid, unexpired, and binds 𝑝𝑘𝑒 ; (2)

(app
id
, 𝑒, 𝑟 ) is outstanding; (3) 𝑡𝑠 is within Δ of the SP’s clock;

and (4) 𝜎 verifies under 𝑝𝑘𝑒 on encode(URID-GetSignature-v1,
app

id
, 𝑒, 𝑟, 𝑡𝑠). If all checks pass, it atomically removes (app

id
, 𝑒, 𝑟 )

from the outstanding set and outputs 𝑝𝑘𝑒 ; otherwise, it outputs ⊥.

GenURID(𝑝𝑘𝑒 ). The SP then computes the MRID using a cryp-

tographic hash of the public key 𝑝𝑘𝑒 :

mrid = SHA256(𝑝𝑘𝑒 ).

4.2 URID Image Generation
After obtaining the MRID, the service transforms this machine-

recognizable identifier into a user-recognizable image, satisfying

the user recognizable usability requirement (Section 3). While we

use images in this work, the same procedure can produce short

animations, symbols, or text snippets. All URID generation occurs

on the server.

Prompt Construction. Upon computing theMRID, we transform it

deterministically into a text prompt for image generation. TheMRID

is used as a seed for Python’s built-in random library. For each of the
template’s 8 slots (e.g., object, background, style, lighting), we select
one option from a slot-specific set (ranging from 5 to 200 options).

We then extract the lower 64 bits of the MRID as the seed for

4
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the image generator’s internal randomness. With this scheme, the

template yields approximately 2.85 trillion distinct prompts. Even

if prompts sharing one slot are considered too visually similar, the

remaining combinations still yield more than 10
12

distinct images.

Image Generation. We use the pre-trained Stable Diffusion XL

Turbo (SDXL-Turbo) model [51], which offers high fidelity at low

latency. Given the prompt and seed, we seed both Python and Py-

Torch random number generators to ensure perfect reproducibility

without caching. SDXL-Turbo requires only 2–4 diffusion steps,

enabling generation of roughly 10 images per second on a modern

GPU after warm-up. The resulting image is returned to the service

for inclusion in the ALH or login notifications.

Image-Generation Properties. This image-generation process is

designed to satisfy three goals:

(1) User distinguishability: Different MRIDs should yield vi-

sually distinct images, minimizing the chance that a user

mistakenly recognizes an attacker-generated URID.

(2) Cryptographic binding: Because the MRID is a SHA-256

hash of 𝑝𝑘𝑒 , the prompt and image are deterministically

bound to the verified identity-specific device key.

(3) Fast generation: Generation must be fast enough for online

login flows; SDXL-Turbo satisfies this requirement.

To evaluate property (1), we embed each generated image using

CLIP [43] and analyze pairwise Euclidean distances in its learned

visual-semantic feature space. This is a model-based proxy for simi-

larity, not a direct measurement of human judgments. We generated

100,000 URID images using random MRIDs and computed all pair-

wise distances. For comparison, we computed the same metric on a

random subset of 40,000 images from COCO Train 2017 [33]. The

median CLIP distance among URID images was approximately 8.5,

compared to 10.5 in COCO. Although URID images have slightly

less variability (as expected from using a controlled template), even

the closest pairs remained visually distinct when examined manu-

ally (see Fig. 5 in Appendix A). These measurements show no exact

duplicate embeddings in our sample, but they do not establish a

probability of human-perceptual collision.

Justification from Visual Memory Literature. Our design is in-

formed by long-term visual recognition research. Mandler and

Ritchey [35] studied memory for changes to pictures after repeated

exposure and retention delays. Brady et al. [15] found high recog-

nition accuracy for previously viewed objects, including an 87%

result when a studied object was paired with the same object in

a different state or pose. These findings establish that visual long-

term memory can retain substantial object detail, but they do not

show that seed-induced differences between generated images will

always be perceptible. Our CLIP analysis and user study therefore

evaluate complementary aspects of the generated identifiers.

These results characterize diversity in CLIP space; the user study

provides the direct evidence about recognition in our task. Deliber-

ate perceptual imitation is considered below.

Computational and Storage Overhead. The overhead of URIDs

is small and is incurred at well-defined points. On the device, key-

pair generation inside the TEE happens once per identity (after a

factory reset), and the Privacy CA is contacted only at initialization

and for periodic certificate refresh; thereafter, each GetSignature
request costs a single Keystore signing operation. On the SP side,

processing a response requires one certificate-chain check, one

signature verification, and one SHA-256 computation per login, and

the resulting MRID is a single 32-byte value stored alongside the

account. Image generation runs entirely on the server: SDXL-Turbo

requires only 2–4 diffusion steps, and because the MRID-to-image

mapping is deterministic, an SP can either cache each image once

or regenerate it on demand without storing any additional state.

None of these costs are on the critical path of authentication itself;

the URID can be generated or fetched asynchronously after login

succeeds.

4.3 Security and Privacy of URID
We formalize the guarantees from Section 3; complete experiments

and proofs appear in Appendix C. We consider probabilistic poly-

nomial-time (PPT) adversaries that control their own devices and

protocol inputs and observe valid responses. The trusted compo-

nents are those in Section 3.1. We assume that the device and CA

signatures are existentially unforgeable under chosen-message attack
(EUF-CMA): even after obtaining signatures on adaptively chosen

messages, an adversary cannot produce a valid signature on a new

message [38]. We model SHA-256 as second-preimage resistant —

given 𝑥 , finding 𝑥 ′ ≠ 𝑥 with the same hash is infeasible — and

collision resistant — finding any distinct 𝑥, 𝑥 ′ with the same hash is

infeasible [38]. We further assume independently generated iden-

tity keys and Privacy CA certificates whose SP-visible distributions

contain no device-specific information.

Security Definitions. Target-MRID unforgeability requires that

an attacker cannot make an SP accept the existing MRID of an

honest device without an authorized signature by that device. An

attacker may present its own certified key for the victim’s identity,

but this produces a newMRID and hence an unfamiliar URID. Fresh-
ness requires that a response accepted for one challenge cannot

be accepted for another or after that challenge is consumed. MRID
uniqueness requires independently generated keys to produce equal
MRIDs only with negligible probability. Cross-identity unlinkabil-
ity requires that, for distinct identities, an SP cannot distinguish

whether their protocol transcripts came from one device or two.

We state the key security theorems below, each with a brief proof

sketch; detailed proofs appear in Appendix C.

Theorem 4.1 (Authenticity and freshness). Under the as-
sumptions above, the advantage of any PPT adversary in the target-
MRID unforgeability or freshness experiment is negligible.

Proof sketch. If the SP accepts a target MRID, then either the

adversary forged an authorized signature on the fresh tuple, forged

the CA certificate chain, or found a SHA-256 second preimage.

Freshness follows because the signed message binds (app
id
, 𝑒, 𝑟, 𝑡𝑠)

and the SP removes the outstanding tuple after acceptance. There-

fore a successful attack implies a break of EUF-CMA security or

SHA-256 hardness.

Theorem 4.2 (MRID uniqeness). The probability that two in-
dependently generated public keys produce equal MRIDs is negligible.

Proof sketch. Two equal MRIDs imply either equal public keys or

a SHA-256 collision. Independent generation makes the first event
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negligible, and SHA-256 collision resistance makes the second event

negligible as well.

Theorem 4.3 (Cross-identity unlinkability). For distinct iden-
tities, the SP-visible cryptographic transcripts produced by one device
and by two devices are computationally indistinguishable.

Proof sketch. The two worlds differ only in whether the identities

share a device, but both cases generate keys and certificates from the

same distribution and sign fresh messages with the same encoding.

Hence any SP-visible transcripts are distributed identically up to

negligible statistical differences, so the adversary’s distinguishing

advantage is negligible.

Scope and Benefits. Authenticity and freshness prevent another

device from copying a familiar MRID or replaying a response across

identities, applications, or challenges. Unlinkability prevents SPs

from using protocol artifacts to correlate different identities on one

device, while the public MRID contains neither 𝑒 nor a persistent

hardware identifier. This guarantee assumes the Privacy CA and

the SP do not collude. It also excludes side information such as

accounts, IP addresses, or timing. The CA sees attestation during

issuance but not 𝑒; different services having access to the same

user identity 𝑒 receive the same 𝑝𝑘𝑒 and are intentionally linkable

— they can link user activity across services using the identity 𝑒

anyway. Finally, these proofs concern the MRID, not perceptual

similarity of URIDs: an attacker could use trial and error to find

MRIDs that produce perceptually similar URIDs. We hope such

attacks are expensive and that the Privacy CA will have some form

of rate limiting in certificate issuance to deter such an attack.

5 Recognition Memory of URID Images
To measure the effectiveness of URIDs, it is necessary to compare

them to existing device identifiers, such as the IP address and user-

agent string, or to information derived from these, as shown in the

ALH today. To do this, we conducted a within-subjects user study

with 59 participants, recruited in two waves. With this study, we

sought to evaluate whether using the URID enables users to recog-

nize malicious devices. We hypothesized that participants would be
able to identify malicious devices in the ALH more accurately when
URIDs are present than when they are not.We measured accuracy

using precision, recall, and the F1 score.

5.1 Study Design
We conducted a three-week, within-subjects study using a cus-

tom website modeled on familiar social-media applications (Fig. 3;

screenshots in Appendix D). During Weeks 1 and 2, participants

encountered URIDs while completing simulated login and browsing

tasks. In Week 3, they classified login records with and without

URIDs. This controlled procedure was designed to measure recogni-

tion under repeated exposure; it does not prescribe how frequently

a deployed system would display or test URIDs.

Participants and Pre-Study Survey. We recruited U.S. adults via

Prolific [41]; 59 participants were included in the analysis across

two recruitment waves. Before the study, participants reported the

number and types of devices they used, their operating systems and

models, and their email address. The study website dynamically

Figure 3: Overview of the experimental design. Participants
completed two week-long learning phases followed by a test-
ing phase containing simulated login scenarios with and
without URIDs. The final recognition task evaluated partici-
pants’ ability to recognize identifiers presented earlier in the
study. Generated with ChatGPT image generation.

parsed browser and operating-system information from each user-

agent string. Survey and parsed information were used to construct

the simulated activity-log entries presented in Week 3. Participants

accessed the website through a unique token sent by email. They

received a total of $20 for completing the study. The protocol was

approved by our university IRB as minimal-risk human-subjects

research; further ethical considerations appear in the Ethical Con-

siderations section.

Weeks 1–2: Exposure Tasks. Each learning week used a differ-

ent set of images. In each session, participants logged into three

simulated applications without entering a password. For each ap-

plication, the interface displayed six URID images associated with

legitimate devices for 20 seconds, after which participants com-

pleted a short distraction task, such as commenting on a fictitious

post, ranking posts, or watching a video. The first wave completed

three sessions per week, separated by at least 24 hours, so each

identifier was encountered three times during its learning week.

The second wave completed six sessions per week, producing six en-

counters per identifier. Across bothweeks, participants encountered

36 distinct identifiers associated with six simulated applications.

Eighteen identifiers were subsequently used in Week 3.

Participants were not told during the learning weeks that the im-

ages represented device identifiers or could later indicate whether

a login was legitimate. The Week 3 target images were therefore

encountered incidentally during the simulated login flow. The struc-

tured and repeated exposures were study instrumentation and may

not reflect the frequency with which users would encounter URIDs

in deployment.

Attention Checks. After each session, participants completed a

four-option recognition check for an identifier they had just ob-

served. They could select options until choosing the correct image,

and we recorded the successful attempt number. These checks were
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used to detect inattentive participation. Crucially, none of the im-

ages appearing as targets or distractors in an attention check was

used in the Week 3 login-record tests. Participants thus received no

recognition practice or corrective feedback for the identifiers on

which login detection was evaluated. The checks may nevertheless

have increased general attention to visual identifiers as a class.

Week 3: Login-Record Classification. Each participant completed

four tests: two control tests showing conventional activity-log infor-

mation and two experimental tests adding URIDs to the same kinds

of information. Conventional fields included device type, operating

system, browser, IP address, and location. Each test contained a

six-record activity log drawn from the simulated applications used

during learning. Participants selected every record they considered

illegitimate without being told how many attacks were present.

Each test contained one or two malicious records, with the remain-

ing records representing legitimate prior activity. Test order and

the positions of malicious records were randomized.

In the experimental tests, participants were told that a recog-

nized image was likely associated with one of their earlier sessions.

This instruction explained how the previously unexplained images

could inform the classification task, but it also directed participants’

attention to image familiarity. In practice such instructions can be

added to the ALH interface.

Attack Conditions. The malicious records represented four com-

binations of whether the user agent (UA) and IP address matched

metadata from the participant’s simulated legitimate history:

• Type 1: UnknownUA–Unknown IP.Neither fieldmatched

prior legitimate activity, representing a login from an unfa-

miliar device and network.

• Type 2: Known UA–Unknown IP. The UA matched prior

activity but the IP address did not, representing credential

reuse in which the attacker copies the UA while connecting

from another network.

• Type 3: Unknown UA–Known IP. The IP address matched

prior activity but the UA did not. This can represent an

attacker sharing the victim’s network, using an endpoint on

that network, or otherwise producing a login attributed to

the same public IP.

• Type 4: Known UA–Known IP. Both fields matched prior

activity. In the experimental interface, the unfamiliar URID

was therefore the only displayed field distinguishing the ma-

licious record from matching legitimate records. This con-

dition models the interpersonal-attack scenario motivating

URIDs, in which an attacker can access the same network

and use a similar device.

Each participant was assigned two attack types, one for each

control–experimental test pair. For unknown fields, the generated

IP and location could range from a nearby city to another continent,

while an unknown UA could differ in device, operating system,

or browser. This variation increases ecological breadth but also

produces variation in attack salience across participants.

Protocol Deviation. A programming error affected 21 of the 42

first-wave participants: each experimental test contained two ma-

licious records and each control test contained one, instead of in-

dependently drawing one or two attacks for each test. The error

was corrected for the remaining first-wave participants and did not

affect the second wave. It created unequal attack prevalence be-

tween conditions and can therefore influence participants’ response

behavior as well as aggregate precision and F1; normalized metrics

do not by themselves remove this potential bias. We report the

full-sample estimates together with a sensitivity analysis restricted

to the 38 correctly configured participants in Section 6.

Delayed Image-Recognition Task. The final 21 first-wave par-

ticipants and all 17 second-wave participants also completed an

exploratory image-only recognition task, labeled Type 5. They clas-

sified a mixture of identifiers encountered during learning and

new identifiers without contextual login information. The second

wave used an inverted response format, so we analyze the task

descriptively and do not treat the two implementations as directly

equivalent. Results appear in Section 6.3.

5.2 Statistical Analysis Framework
Each login-record decision was classified as a true positive (a mali-

cious record flagged), true negative (a legitimate record not flagged),

false positive (a legitimate record flagged), or false negative (a ma-

licious record not flagged). From these counts, we computed pre-

cision, recall, F1, and accuracy separately for each participant and

condition. Precision is the proportion of flagged records that were

malicious, recall is the proportion of malicious records flagged, F1

is the harmonic mean of precision and recall, and accuracy is the

proportion of all records classified correctly. When a participant

flagged no records, precision was undefined mathematically but

set to zero by convention; because every test included at least one

attack, recall was then zero, and F1 was also set to zero.

Our inferential analyses use participant-level metrics, giving

each participant equal weight. We also report pooled confusion

matrices and metrics computed after summing decisions across

participants. These pooled values are descriptive: they weight par-

ticipants by their numbers of legitimate and malicious records and

are affected by the condition-dependent prevalence error described

in Section 5.1. They therefore need not equal the means of the

participant-level metrics used for inference.

For each metric 𝑓 and participant 𝑖 , we calculated the within-

participant difference

Δ𝑖 = 𝑓 (URID, 𝑖) − 𝑓 (Control, 𝑖).

We tested the directional hypothesis 𝐻1 : 𝜇Δ > 0 against 𝐻0 :

𝜇Δ ≤ 0 using a one-sided paired-samples 𝑡-test. The direction was

specified before analysis because the study asks whether adding

a learned visual cue improves classification. We report the mean

difference, its two-sided 95% confidence interval, the test statistic,

and Cohen’s 𝑑𝑧 . A two-sided 𝑝-value cannot always be obtained by

simply doubling the reported one-sided value; for the symmetric 𝑡

distribution it is 2 ·min(𝑝, 1 − 𝑝).
We treat overall F1 and Type 4 F1 as the two primary compar-

isons: overall F1 summarizes detection performance, while Type 4

tests the motivating case in which both conventional fields match

prior legitimate activity. We control family-wise error across these

two tests using the Holm–Bonferroni procedure and report adjusted

𝑝-values. Precision, recall, accuracy, and the remaining attack-

specific comparisons are exploratory; their 𝑝-values are unadjusted
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and are interpreted together with effect estimates and confidence

intervals rather than as independent confirmatory findings. All

tests use 𝛼 = 0.05.

Because participant-level differences are bounded and contain

many zeros, we checked the two primary F1 results with one-sided

Wilcoxon signed-rank tests. These sensitivity tests led to the same

threshold-based conclusions as the paired 𝑡-tests (overall F1: 𝑝 =

0.034; Type 4 F1: 𝑝 = 0.009). Attack-type analyses include only

participants assigned the corresponding type and therefore have

smaller, varying sample sizes.

The two recruitment waves differed in exposure frequency. To

assess whether the estimated URID effect varied by wave, we com-

pared the participant-level Δ𝑖 values using a two-sample 𝑡-test,

equivalent to testing a condition-by-wave interaction in this two-

period summary. A nonsignificant interaction does not establish

equivalence, so Section 6.2 reports the interaction estimate and

confidence interval together with each wave’s effect size. Because

the interaction estimates were imprecise, the pooled result is in-

terpreted as the average effect across the three- and six-exposure

protocols.

The delayed image-recognition task (Type 5) was analyzed de-

scriptively because it was administered only to a subset of partici-

pants and used different response formats across waves. We do not

use it for inferential estimates of memory decay.

Results by attack type appear in Section 6.4.

6 Results
6.1 Participants and Overall Performance
In the first wave, 126 Prolific workers completed the recruitment

survey, 82 began the study, 61 completed Week 1, 55 completed

Week 2, and 50 completed all three phases. We excluded eight

completers under the study’s low-engagement criteria, leaving 42

participants for analysis. In the second wave, 53 workers completed

recruitment, 24 began, 19 completed both learning weeks, and 17

completed testing; all 17 were retained. The primary login-record

task used three exposures per learning week in the first wave and

six in the second (Section 5.1). The supplementary Type 5 task also

used a different response format in the second wave. We pool the

𝑛 = 59 participants to estimate the average URID effect across

the two exposure protocols and report wave-specific estimates in

Section 6.2.

All 59 participants classified 1,416 simulated login records, 708

per condition. Mean participant-level F1 was 0.581 with URIDs and

0.509 without them, a difference of +0.072 (95% CI [−0.013, 0.157];
𝑡 (58) = 1.70; one-sided Holm-adjusted 𝑝 = 0.048; 𝑑𝑧 = 0.22). Here

and below, 58 denotes the paired-test degrees of freedom (𝑛−1), not
the number of participants. The Wilcoxon sensitivity test yielded

𝑝 = 0.034. Thus, the primary directional test crossed the prespeci-

fied 0.05 threshold, but the effect was small and its two-sided confi-

dence interval included zero. Exploratory differences in precision

and recall were positive but uncertain (Table 1).

Because each six-entry test contained only one or two attacks,

accuracy is dominated by legitimate entries: flagging nothing yields

accuracy of 0.83 or 0.67. We therefore emphasize precision (the

fraction of flags that are attacks), recall (the fraction of attacks

Table 1: Participant-level paired comparisons (𝑛 = 59). Values
in the 𝑝 column are unadjusted and one-sided; the Holm-
adjusted value for the primary overall-F1 comparison is 0.048.

Metric URID Control Mean Δ 𝑡 (df = 58) 𝑝

F1 Score 0.581 0.509 +0.072 1.70 0.048

Precision 0.580 0.509 +0.070 1.51 0.069

Recall 0.606 0.542 +0.064 1.48 0.072

Accuracy 0.845 0.845 0.000 0.00 0.500

Table 2: Pooled confusion matrices for the control and URID
conditions. These descriptive counts are affected by unequal
attack prevalence.

Condition Malicious? User Selection

True False

Control True 88 (TP) 74 (FN)

False 36 (FP) 510 (TN)

URID True 116 (TP) 76 (FN)

False 34 (FP) 482 (TN)

Table 3: Pooled performance across conditions. These
micro-averaged values are descriptive and differ from the
participant-level means used for inference. Acc = accuracy,
Pcn = precision, Rcl = recall.

Condition # records Acc Pcn Rcl F1

Control 708 0.845 0.710 0.543 0.615

URID 708 0.845 0.773 0.604 0.678

detected), and their harmonic mean, F1, while reporting accuracy

for completeness.

The pooled counts in Table 2 summarize all records but do not

give each participant equal weight.

The conditions contain different numbers of attacks (162 con-

trol; 192 URID), largely because of the early-deployment error de-

scribed in Section 5.1; raw counts are therefore not directly compa-

rable. Pooled recall was 0.543 (88/162) in control and 0.604 (116/192)

with URIDs, while the false-positive rate was 0.066 in both con-

ditions. Pooled precision was 0.710 versus 0.773 and F1 was 0.615

versus 0.678 (Table 3). These descriptive pooled metrics are affected

by the prevalence imbalance; the inferential tests use paired, per-

participant values (Table 1), with a sensitivity analysis excluding

affected participants below.

At the participant level, exploratory precision (+0.070, 𝑡 (58) =
1.51, unadjusted 𝑝 = 0.069) and recall (+0.064, 𝑡 (58) = 1.48, unad-

justed 𝑝 = 0.072) estimates favored URIDs, while mean accuracy

was identical. These results do not establish effects on the individual

component metrics.

Robustness to the Configuration Error. Restricting the analysis

to the 38 correctly configured participants produced similar point

estimates for overall F1 (+0.069, 𝑡 (37) = 1.15, unadjusted 𝑝 = 0.13),

Type 4 F1 (+0.125, 𝑡 (20) = 1.56, unadjusted 𝑝 = 0.07), and recall
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Table 4: Descriptive performance by wave and condition. Acc
= accuracy, Pcn = precision, Rcl = recall.

Wave Cond. # records Acc Pcn Rcl F1

Wave 1 Control 504 0.853 0.711 0.541 0.615

(3 exposures,

𝑛 = 42)

URID 504 0.839 0.787 0.594 0.677

Wave 2 Control 204 0.824 0.707 0.547 0.617

(6 exposures,

𝑛 = 17)

URID 204 0.858 0.738 0.633 0.681

(+0.079, unadjusted 𝑝 = 0.09), but with wide uncertainty. Differ-

ences between the affected and unaffected groups were also impre-

cise (Welch tests: overall F1, 𝑝 = 0.90; Type 4 F1, 𝑝 = 0.58). The

restricted analysis therefore does not reveal a clear reversal, but

neither does it rule out bias from the configuration error.

6.2 Per-Wave Results
For the primary login-record task, each URID was shown three

times per learning week in the first wave and six times in the

second (Section 5.1). Table 4 reports pooled descriptive metrics by

wave, while Table 5 reports participant-level paired effects.

Within each wave, point estimates for F1, precision, and recall

favored URIDs, but neither wave provided a precise stand-alone

estimate. The overall-F1 interaction was −0.02 for the six- versus
three-exposure wave (95% CI [−0.21, 0.17]; 𝑡 (57) = −0.21; two-
sided 𝑝 = 0.83). For Type 4 F1, it was −0.11 (95% CI [−0.40, 0.18];
𝑡 (30) = −0.77; two-sided 𝑝 = 0.45). These intervals are wide relative

to the pooled F1 effect of +0.072. The data therefore do not resolve

whether exposure frequency changes the effect; pooling estimates

the average across both protocols.

Neither wave was individually powered for the small pooled

effect (𝑑𝑧 = 0.22): at 80% power and one-sided 𝛼 = 0.05, the de-

tectable effects were approximately 𝑑𝑧 = 0.39 for the first wave and

𝑑𝑧 = 0.63 for the second. These post hoc calculations describe the

limited precision of the subgroup estimates rather than evidence

for equivalence.

6.3 Exploratory Delayed Image Recognition
(Type 5)

The final 21 participants in the three-exposure wave and all 17

participants in the six-exposure wave completed an image-only task

containing previously seen and unseen images. The six-exposure

wave used an inverted response format. Because administration was

not uniform across the sample, we treat these results as exploratory.

The immediate attention check and delayed task used different

images and response formats and are not repeated measurements

of the same items. For descriptive comparison, the immediate four-

choice task assigned scores of 100, 66.7, 33.3, or 0 for a correct

selection on attempts one through four: score = 100(4 − 𝑎)/3.
The delayed score was the percentage of previously seen images

classified as familiar, calculated separately for Week 2 images (one-

week delay) and Week 1 images (two-week delay).

In the three-exposure wave, mean scores were 91.2 on the im-

mediate task, 84.7 for Week 2 images, and 81.0 for Week 1 images.

Table 5: Paired URID-minus-control effects by wave. Mean Δ
with two-sided 95% CI, Cohen’s 𝑑𝑧 , and unadjusted one-sided
𝑝. The first and secondwaves used three and six exposures per
identifier per learning week, respectively (3 exp. and 6 exp.).
Overall and Type 4 F1 are primary in the pooled analysis;
wave-specific comparisons are descriptive.

Metric Wave 𝑛 Mean Δ [95% CI] 𝑑𝑧 𝑝

Overall F1

3 exp. 42 +0.078 [−0.033, 0.189] 0.22 0.082

6 exp. 17 +0.058 [−0.070, 0.186] 0.23 0.175

pooled 59 +0.072 [−0.013, 0.157] 0.22 0.047

Precision

3 exp. 42 +0.088 [−0.027, 0.203] 0.24 0.065

6 exp. 17 +0.026 [−0.148, 0.201] 0.08 0.376

pooled 59 +0.070 [−0.023, 0.164] 0.20 0.069

Recall

3 exp. 42 +0.054 [−0.061, 0.168] 0.15 0.176

6 exp. 17 +0.088 [−0.023, 0.199] 0.41 0.055

pooled 59 +0.064 [−0.022, 0.150] 0.19 0.072

Type 4 F1

3 exp. 21 +0.192 [0.001, 0.383] 0.46 0.024

6 exp. 11 +0.082 [−0.119, 0.282] 0.27 0.192

pooled 32 +0.154 [0.017, 0.292] 0.40 0.015

Table 6: Pooled confusion-matrix counts by attack type. Raw
counts are descriptive because attack prevalence differed
between conditions.

Attack Type Condition TP TN FP FN

Type 1 Control 39 156 7 8

(Unknown UA–Unknown IP) URID 48 151 4 7

Type 2 Control 30 125 9 10

(Known UA–Unknown IP) URID 39 120 7 8

Type 3 Control 14 86 12 20

(Unknown UA–Known IP) URID 14 89 9 20

Type 4 Control 5 143 8 36

(Known UA–Known IP) URID 15 122 14 41

In the six-exposure wave, the immediate score was 92.9 and the

Week 1-image score was 75.2; this wave did not test Week 2 images

and reversed which response participants selected.

These values are familiar-image hit rates rather than complete

measures of recognition: they do not incorporate false alarms to

unseen images. Consequently, they cannot establish a fixed chance

baseline, discrimination ability, or a rate of memory decay. They

show only that participants continued to label many previously

seen images as familiar after one or two weeks. A separate follow-

up study of a single ambiently displayed identifier is described in

Appendix B.

6.4 Effect by Attack Type
We next report exploratory participant-level results for the four UA–

IP combinations defined in Section 5.1. These scenarios assume that

malicious sessions remain visible in the activity log; attacks that

suppress or alter the log are outside the evaluation. Pooled counts

by attack type appear in Table 6, and participant-level comparisons

appear in Table 7.
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Table 7: Participant-level comparisons by attack type. Δ de-
notes the mean difference; positive differences favor URIDs.
Values in the 𝑝 column are unadjusted and one-sided; the
Holm-adjusted value for the primary Type 4 F1 comparison
is 0.029. All other rows are exploratory.

Attack
Type /
Metric

𝑛 URID Control Δ 𝑡 (df) 𝑝

Type 1
F1 Score 35 0.839 0.781 +0.058 0.76 (34) 0.227

Precision 35 0.830 0.776 +0.054 0.66 (34) 0.258

Recall 35 0.857 0.814 +0.043 0.59 (34) 0.278

Accuracy 35 0.948 0.929 +0.019 0.73 (34) 0.237

Type 2
F1 Score 29 0.791 0.717 +0.074 0.83 (28) 0.206

Precision 29 0.787 0.707 +0.080 0.86 (28) 0.198

Recall 29 0.828 0.759 +0.069 0.78 (28) 0.221

Accuracy 29 0.914 0.891 +0.023 0.68 (28) 0.251

Type 3
F1 Score 22 0.377 0.405 −0.027 −0.22 (21) 0.587

Precision 22 0.348 0.436 −0.087 −0.67 (21) 0.746

Recall 22 0.432 0.432 0.000 0.00 (21) 0.500

Accuracy 22 0.780 0.758 +0.023 0.33 (21) 0.371

Type 4
F1 Score 32 0.248 0.094 +0.154 2.29 (31) 0.015

Precision 32 0.276 0.089 +0.187 2.35 (31) 0.013

Recall 32 0.250 0.125 +0.125 1.68 (31) 0.052

Accuracy 32 0.714 0.771 −0.057 −2.00 (31) 0.973

Type 1: Unknown UA–Unknown IP. Both conventional fields dif-

fered from prior activity. Mean F1 was 0.839 with URIDs and 0.781 in

control (Δ = +0.058; 𝑡 (34) = 0.76; unadjusted 𝑝 = 0.227). Precision

and recall estimates were also positive but imprecise (Table 7). High

control performance suggests that the conventional mismatches

already made these records conspicuous.

Type 2: Known UA–Unknown IP. The UA matched prior activity

but the IP did not. Mean F1 was 0.791 with URIDs and 0.717 in

control (Δ = +0.074; 𝑡 (28) = 0.83; unadjusted 𝑝 = 0.206). Precision

and recall estimates also favored URIDs, but none was precise

enough to distinguish from zero.

Type 3: Unknown UA–Known IP. The IP matched prior activity

but the UA did not. Mean F1 was 0.377 with URIDs and 0.405 in

control (Δ = −0.027; 𝑡 (21) = −0.22; unadjusted 𝑝 = 0.587); recall

was identical and precision was lower with URIDs. These estimates

provide no evidence of a benefit. Although survey respondents fre-

quently mentioned location, the study did not manipulate attention

and cannot establish that location cues caused this result.

Type 4: Known UA–Known IP. Both conventional fields matched

prior activity; in the experimental interface, only the unfamiliar

URID distinguished a malicious entry from matching legitimate

entries. Raw counts should not be compared directly because attack

prevalence differed between conditions.

Mean F1 was 0.248 with URIDs and 0.094 in control (Δ = +0.154;
95% CI [0.017, 0.292]; 𝑡 (31) = 2.29; Holm-adjusted one-sided 𝑝 =

0.029; 𝑑𝑧 = 0.40). The Wilcoxon sensitivity test gave 𝑝 = 0.009.

Exploratory precision was also higher (Δ = +0.187; unadjusted
𝑝 = 0.013), whereas the recall estimate was uncertain (Δ = +0.125;
unadjusted 𝑝 = 0.052). This was the largest observed URID effect,

but the correctly configured subset estimate was less precise (Δ =

+0.125; 𝑝 = 0.07).

Mean accuracy decreased by 0.057 (two-sided 𝑝 = 0.054), re-

flecting additional errors on the more numerous legitimate records.

Although accuracy is dominated by the majority class, this decrease

represents a potentially important false-alarm cost. The study sup-

ports a recognition benefit under this simulated condition; whether

deployed URIDs resist spoofing is a separate system-security ques-

tion.

6.5 Post-Study Survey
Fifty-four of 59 participants completed the optional post-study ques-

tionnaire. Responses were linked using access codes or, when that

field contained another identifier, recorded IP addresses; for dupli-

cate submissions, we retained the first complete response. Of these

respondents, 67% described themselves as “Very familiar” or “Ex-

pert” with technology and 61% reported previously checking login

activity (Table 8). These self-reports characterize the respondent

subset and may not generalize to all participants.

Forty-six of the 54 respondents (85%) recalled noticing the AI-

generated images. This shows reported awareness among survey

respondents, but does not establish accurate recognition or explain

the behavioral results.

Participants also answered: “How did you decide whether a login
record was legitimate or illegitimate?” Following thematic analy-

sis [16], two researchers independently coded all responses and

resolved disagreements through discussion. Location and device

name were the dominant reported heuristics. For example:

“I mostly looked at the city or IP location. If it wasn’t
where I usually log in from, I marked it as suspicious.”
(P12)

Another participant cross-checked device and location:

“I compared the device name and location. If both
matched, I thought it was safe.” (P5)

More than two-thirds of respondents mentioned geographic cues,

whereas fewer than one-third mentioned either the AI-generated

image or device model. This pattern is consistent with participants

relying on familiar activity-log fields, although the questionnaire

cannot establish which cues caused their classifications.

No participant reported using URIDs as their primary cue, and

several expressed uncertainty about remembering them:

“Sometimes I wasn’t sure, so I just used the city as my
main clue because the images all looked similar after a
while.” (P27)

Despite these reports, mean participant-level F1 was higher with

URIDs. The discrepancy is compatible with, but does not demon-

strate, an implicit-familiarity mechanism [27, 52]. The imprecise

wave comparison likewise cannot determine whether doubling

exposure changes detection performance (Section 6.2).
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Table 8: Post-study survey responses (𝑛 = 54). Each entry reports count (percentage).

Question Response 𝑛 (%) Question Response 𝑛 (%)

Age 18–29 12 (22.2%) Tech familiarity Slightly 4 (7.4%)

30–44 19 (35.2%) Moderately 14 (25.9%)

45–60 18 (33.3%) Very 31 (57.4%)

60 or older 5 (9.3%) Expert 5 (9.3%)

Gender Male 32 (59.3%) Checked login activity Yes 33 (61.1%)

Female 22 (40.7%) Maybe 10 (18.5%)

Education High school or less 7 (13.0%) No 11 (20.4%)

Some college/associate 16 (29.6%) Noticed AI images Yes 46 (85.2%)

Bachelor’s 22 (40.7%) No 6 (11.1%)

Graduate/professional 9 (16.7%) Not sure 2 (3.7%)

7 Discussion
In our study, AI-generated visual device identifiers (URIDs) were

associated with a modest but statistically significant improvement

in login-detection performance. The overall F1 increase was sig-

nificant (𝑡 (58) = 1.70, Holm-adjusted 𝑝 = 0.048, 𝑑𝑧 = 0.22), with

precision and recall moving in the same direction. Participants also

achieved higher pooled precision with URIDs than in the control

condition (0.77 vs. 0.71) without more false alarms. The strongest

effect occurred in the most deceptive condition (Type 4), where

both UA and IP matched legitimate sessions: F1 was higher with

URIDs (𝑡 (31) = 2.29, Holm-adjusted 𝑝 = 0.029, 𝑑𝑧 = 0.40), as was

precision in an exploratory comparison (uncorrected 𝑝 = 0.013,

𝑑𝑧 = 0.42). These results suggest that a stable visual cue can reveal

otherwise benign-looking attacks, but evidence from a controlled

study does not guarantee real-world effectiveness.

These gains followed only three exposures per image in the first

wave and six in the second. We found no evidence that doubling ex-

posure changed the effect (Section 6.2), although the second wave

was too small to rule out moderate differences, so we cannot say

whether recognition saturates after a few encounters. Participants

learned 36 distinct URIDs, of which a random 18 appeared during

testing — likely more than most users would need to recognize.

Users with many devices or accounts would encounter their identi-

fiers frequently, while those with fewer devices would have fewer

to learn. Recognition may therefore strengthen through natural

exposure after deployment. However, other study elements may

have inflated the benefit, as discussed below, so we do not treat the

observed effects as a lower bound on real-world performance.

Limitations. Our study used simulated interfaces that may not

capture real-world distractions, time pressure, or competing de-

mands on attention. Participants reviewed logs in a controlled

setting, and the fixed two-week interval may not reflect how often

users inspect account histories. The sample also skewed young and

technologically literate, limiting generalizability.

The study design may also have affected the results. Post-login

attention checks ensured engagement but may have reinforced

memorization beyond passive exposure. Participants were also told

that recognized images indicated legitimate sessions, potentially

priming them to attend to familiarity; deployed systems would

Figure 4: Different places where a URID can be embedded so
that the user becomes familiar with the image without active
training. These illustrative mock-ups were generated with
ChatGPT image generation.

instead teach the role of URIDs through onboarding or gradual ex-

perience. These effects cut in both directions: participants saw each

identifier less often than they might in practice, potentially under-

stating recognition, while the instructions and attention checks may

have overstated attention to the images. Our estimates therefore

indicate an effect but do not bound deployed performance.

Future work should evaluate more diverse populations, natural-

istic alert settings, and longer retention intervals.

Value of URIDs Under Contextual Ambiguity. URIDs provided the
greatest benefit when contextual cues failed. In Type 4, both IP

and UA matched prior sessions, leaving traditional indicators with

no signal of compromise, yet URIDs enabled significantly better

discrimination. Visual identifiers can thus serve as a cognitive back-

stop: a familiar cue that remains difficult to spoof even when an

attacker replicates device and network metadata. Such ambiguity

arises in high-capability threats, including insider attacks and in-

terpersonal abuse, where adversaries may have physical proximity,

contextual knowledge, or partial device access.
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Implications for Real-World Design. URIDs should complement,

not replace, contextual fields such as IP or location. Their value is

an additional, low-cognitive-load signal that remains stable across

sessions and resists spoofing. Because recognition is largely implicit,

interfaces should build familiarity unobtrusively through login

screens, loading animations, or account dashboards (Fig. 4). An SP

would (i) request the MRID after a successful login, (ii) render its

image beside ALH entries and in login notifications, and (iii) display

the current device’s image ambiently in the user interface. Although

showing an identifier to an authenticated user may seem redundant,

repeated exposure during routine use allows an unfamiliar image

to stand out later without explicit training. Because each device–

identity pair has one image, even a long log contains only as many

distinct images as the user has devices; users can group entries by

image and, where failed attempts are logged, focus on successful

logins.

For high-risk users, particularly those facing intimate partner

violence (IPV), URIDs may provide a lightweight defense against

contextual spoofing. An abuser in the same household may share

the victim’s IP address and location and use a similar device model,

making conventional cues uninformative, while the attacker’s de-

vice still carries a distinct URID. Direct use of the victim’s device,

however, produces the familiar identifier and receives no additional

protection; this case is outside our threat model. IPV deployments

should also provide clear onboarding, opt-outs, and appropriate

safety measures to avoid increasing risk.

Alternative Visual Representations and Scope of the Usability Claim.
Our study shows that a stable, hard-to-spoof visual identifier im-

proves detection; it does not establish that recognition requires

TEE-attested, AI-generated images. A stable non-attested image

— such as a user-chosen photo, emoji, or hash-based identicon —

might provide similar recognition because the image only renders

the underlying identifier. Representation and attestation, however,

solve different problems. An identifier derived from a cookie or

browser fingerprint can be cloned, placing the victim’s familiar

image on an attacker’s session and creating false assurance. User-

chosen photos and emoji are also forgeable, non-unique, and po-

tentially privacy-sensitive, violating Section 3. Identicons derived

from an attested MRID remain a viable alternative. We chose object-

centric AI-generated images because recognition-memory research

suggests that they support distinctive, durable recognition. Thus,

our study establishes the usability benefit of stable visual identi-

fiers, while hardware attestation prevents spoofing of the identifier

beneath them.

Log-Based Grouping as a Complementary Approach. Rather than
rely on prior recognition, an ALH could use visual identifiers to

group entries by device. A user might inspect every login carrying

their laptop’s “elephant” image, verify its timestamps, and then

examine the next group. This strategy avoids dependence on recog-

nition memory and can expose misuse of a stolen device: although

the device retains its familiar identifier, anomalous timestamps

within its group may reveal the attack. The tradeoff is greater cog-

nitive effort from systematically inspecting and cross-referencing

entries. URIDs also support real-time notifications, where a quick fa-

miliarity judgment is more practical. The approaches are therefore

complementary: grouping supports detailed investigation, while

recognition supports lightweight, in-the-moment verification.

Client-Side Versus Server-Side Image Generation. Our design gen-

erates images on the server. Services using different models or

configurations may therefore render the same MRID differently. Be-

cause URIDs are already scoped to a device–identity pair, users can

learn service-specific images without violating the unlinkability

goal. Client-side generation could instead provide a consistent im-

age across services sharing an identity, but adds computation, model

distribution, and version-management costs. A middle ground is to

standardize the model, prompt template, and seeding protocol so

that conforming servers produce identical outputs. We leave these

tradeoffs to future work.

Memory Retention and Future Work. Participants retained URIDs

well: recognition scores were 91.2 immediately after exposure, 84.7

after one week, and 81.0 after two weeks in the three-exposure

wave, with comparable retention in the six-exposure wave. Such

persistence may support detection even when users review login

records infrequently. Future work should conduct longitudinal field

studies, adapt URIDs to users’ device ecosystems, and integrate

themwith passive defenses such as device fingerprints or behavioral

biometrics. Combining these layers may strengthen protection with

little user burden.

8 Conclusion
ALH interfaces are intended to help users spot suspicious logins,

yet their usefulness is limited by imprecise, easily spoofed informa-

tion and interfaces that are difficult to interpret. We introduced a

new class of device identifiers that are unspoofable, unlinkable, and
user-recognizable. Our approach derives stable, privacy-preserving

identifiers from trusted hardware on modern phones and converts

them into distinctive AI-generated images (URIDs) to support hu-

man recognition.

We showed that these identifiers can be generated using stan-

dard attestation mechanisms, and we designed them to integrate

securely into existing login-notification workflows. In a study with

59 participants, URIDs were associated with improved login dis-

crimination after brief exposure, with the largest directional gains

in the most deceptive scenario (Type 4), where conventional textual

and contextual cues fail. This pattern suggests that a stable visual

cue can help users surface attacks that otherwise appear legitimate,

but the effect should be interpreted in the context of a controlled

user study rather than as a guarantee of real-world performance.

Participants’ strong reliance on IP-based location limited bene-

fits in network-spoofing attacks, underscoring that URIDs should

complement — not replace — contextual indicators and that ALH

interfaces must account for users’ existing mental models. Longer-

term exposure, field deployments, and evaluations in higher-risk

contexts remain important avenues for future work.

Overall, URIDs show how privacy-preserving, user-recognizable

device identifiers can enhance the ALH by aligning cryptographic

guarantees with human memory and visual recognition.
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presented in full plain text (i.e., without embedded HTML hyper-

links) to avoid encouraging risky click-through habits. For the
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words. Instead, each participant was assigned a randomly generated

pseudonymous username, used only within the study interface.

The study system stored only the pseudonymous username, the

generated identifiers, and test results in an EC2-hosted database.

No identifying information was kept on this server. Contact in-

formation (email addresses) was stored separately on an isolated,

access-controlled machine within our laboratory. This separation

ensured that no single system contained both identity and study

data.

Finally, we submitted our protocol to our university’s Institu-

tional Review Board (IRB). The study was approved as minimal-risk

human-subjects research.

Open Science
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• The Android application source code for MRID generation

and TEE-based attestation.

• The web-based study interface used for participant interac-

tion during the three-week user study.

• The URID image generation pipeline, including the prompt

template and SDXL-Turbo configuration.
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repository: https://anonymous.4open.science/r/codebase-8751/.
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A AI-Generated Images and Their Distributions
We generate URID images using the SDXL-Turbo model, which pro-

duces highly diverse outputs conditioned on our structured prompts.

To quantify this diversity, we computed pairwise Euclidean dis-

tances between CLIP embeddings of 100,000 generated images. The

resulting distribution, shown in Fig. 5, indicates substantial varia-

tion across images and closely resembles the distribution of natural

images in COCO.

For illustration, we also highlight two generated images with

a CLIP distance of 1.96 — the smallest value observed. Although

the embedding space considers them similar, they remain visually

distinct to humans. This supports the suitability of AI-generated

images as user-recognizable, low-collision identifiers.
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Figure 5: (Top) Percent of generated image pairs with Eu-
clidean distance less than or equal to 𝑥 , compared to the
distribution with COCO image pairs. (Bottom) The closest
pair of generated images (CLIP distance = 1.96).

B Single-Identifier Follow-Up Study
The main study asked participants to learn 36 identifiers, which

may be more than users would realistically need to remember; in

deployment, a user tracks one identifier per device. To examine

recognition under this lighter memory load, we ran a follow-up

study with twelve participants who had completed the main study.

Each participant was assigned a single URID image and completed

six brief daily sessions, each unlocking 24 hours after the previous

one was completed. In each session, the participant visited one of

six simulated social platforms — a different platform each day —

and completed a short interaction there, such as viewing the page

and leaving a comment. The assigned image appeared ambiently

during these sessions, on the loading screen and embedded in the

platform interface; it was never mentioned, and no task referred to

it.

The recognition test unlocked immediately after the sixth session.

Participants were shown ten images one at a time — their own

image, placed at a random position, and nine images from the same

generator that had not been shown in this study — and marked each

as seen or unseen, with no indication of how many of the ten had

appeared in the study. Nine of the twelve participants marked their

own image as seen; 34 of the 108 other images (31.5%) were also

marked seen. The own-image recognition rate (75%) is no higher

than the delayed recognition scores of the main study (Section 6.3),

giving no indication that the main study’s 36-identifier load was

the limiting factor for recognition performance.

C Security Definitions and Proofs
This appendix makes the security claims from Section 4.3 explicit

and gives the definitions needed to interpret the informal arguments

in the main body. Let 𝜆 be the security parameter and A a prob-

abilistic polynomial-time adversary. The trusted components are

the device keystore, the device attestation key, and the Privacy CA,

as specified in Section 3.1. We assume the device key and CA key

are EUF-CMA secure, that SHA-256 is second-preimage resistant,

and that distinct identity keys are generated independently.

For an identity 𝑒 , let 𝑝𝑘𝑒 denote the device identity public key

and let

𝜇𝑒 = SHA256(𝑝𝑘𝑒 )

be its MRID. A protocol response is a tuple 𝜌 = (𝑝𝑘, 𝜋CA𝑒 , 𝑡𝑠, 𝜎) and
is accepted by the server only if SP.Verify(𝑒, app

id
, 𝑟 , 𝜌) succeeds.

The server maintains an outstanding set 𝑄 of tuples (app
id
, 𝑒, 𝑟, 𝑡𝑠)

that have been issued and not yet consumed. An authorized signing

query is one that the trusted OS and urid_agent approve under the
policy of Section 3.1; such a signature binds the message

𝑚 = encode(URID-GetSignature-v1, app
id
, 𝑒, 𝑟, 𝑡𝑠) .

The following definitions are the ones used in the paper’s security

statements.

Target-MRID Unforgeability. In the experiment ExpforgeA (𝜆), the
challenger initializes an honest device and identity 𝑒∗, and gives

A the public transcript and the target MRID 𝜇∗ = SHA256(𝑝𝑘𝑒∗ ).
The adversary may initialize and control other identities, obtain

their certificates, observe honest responses, and request authorized

signatures from the honest device. The server then creates a fresh

outstanding tuple (app∗
id
, 𝑒∗, 𝑟∗). The adversary wins if it outputs

a response 𝜌∗ such that SP.Verify(𝑒∗, app∗
id
, 𝑟∗, 𝜌∗) accepts and the

accepted MRID equals 𝜇∗, but the honest keystore never produced
a valid signature on the corresponding message

𝑚∗ = encode(URID-GetSignature-v1, app∗
id
, 𝑒∗, 𝑟∗, 𝑡𝑠∗) .

Its advantage is

AdvforgeA (𝜆) = Pr[ExpforgeA (𝜆) = 1] .

Freshness. In the experiment ExpfreshA (𝜆), the adversary controls

the network and may observe any number of previously accepted

responses. It wins if it causes the server to accept a response for a

tuple that is not the current outstanding tuple or that is accepted

after its timestamp window has expired. Formally, the adversary

succeeds when acceptance occurs for a different (app
id
, 𝑒, 𝑟 ) after

the original tuple has been removed from 𝑄 , or when the accepted

response carries a timestamp outside the accepted freshness win-

dow Δ. Since the signed message includes (app
id
, 𝑒, 𝑟, 𝑡𝑠) and the

server enforces a single-use outstanding tuple, any such replay

corresponds either to a valid forgery or a violation of the server’s

state machine.
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MRID Uniqueness. In ExpuniqA (𝜆), the challenger generates two
independent identity keys (𝑝𝑘

0
, 𝑝𝑘

1
) and the adversary wins if the

resulting MRIDs are equal:

SHA256(𝑝𝑘
0
) = SHA256(𝑝𝑘

1
).

The target property is that this event occurs only with negligible

probability.

Cross-Identity Unlinkability. In the experiment ExplinkA (𝜆), the
adversary chooses two distinct identities 𝑒0 ≠ 𝑒1. The challenger

samples a bit 𝑏 ← {0, 1}, and then either (1) initializes both iden-

tities on one device when 𝑏 = 0, or (2) initializes them on two

different devices when 𝑏 = 1. The challenger runs the protocol for

fresh sessions and hands the resulting server-visible transcripts to

A, which outputs a guess 𝑏′. The advantage is

AdvlinkA (𝜆) =
��
Pr[𝑏′ = 𝑏] − 1

2

�� .
The goal is that the SP cannot distinguish whether the two identities

belong to one device or two, except with negligible advantage.

Proof of Theorem 4.1 (Authenticity and Freshness). Suppose the
adversary causes the server to accept a response 𝜌∗ for target MRID

𝜇∗. Let
𝑚∗ = encode(URID-GetSignature-v1,

app
∗
id
, 𝑒∗, 𝑟∗, 𝑡𝑠∗).

Because the protocol accepts only if SP.Verify(𝑒∗, app∗
id
, 𝑟∗, 𝜌∗) =

𝜇∗ and the corresponding tuple is outstanding, the response must

either (i) contain a valid signature under the honest device key

on 𝑚∗, (ii) contain a certificate chain for a different public key

that the server accepts as valid, or (iii) use a different certified key

𝑝𝑘∗ ≠ 𝑝𝑘𝑒∗ with SHA256(𝑝𝑘∗) = 𝜇∗. Cases (i) and (ii) are ruled out

by EUF-CMA security of the device key and the CA signing key,

respectively: if the honest keystore never signed𝑚∗ then a valid

signature on𝑚∗ under 𝑝𝑘𝑒∗ is a new forgery; if the attacker presents

a CA-certified key not issued to the honest identity, then it must

have forged a CA certificate or caused the CA to sign a newmessage

outside the authorized policy. Case (iii) is a second-preimage attack

on SHA-256. Therefore, if the adversary wins the target-MRID

unforgeability experiment with non-negligible probability, it breaks

the EUF-CMA assumption of the honest device signature or the

second-preimage resistance of SHA-256.

For freshness, suppose the adversary causes the server to ac-

cept a response for a stale or mismatched tuple. The server accepts

only if the signed message contains the current challenge data

(app
id
, 𝑒, 𝑟, 𝑡𝑠) and the tuple is still in the outstanding set 𝑄 with

the current timestamp window Δ. If the accepted tuple differs from

the outstanding challenge, then either the message was altered after

signing, which requires a forgery on the signed payload, or the

server’s state check was bypassed. If the timestamp is stale, then the

server rejects unless the signature is on an expired challenge, which

again would require forging the signature on a different message

or bypassing the freshness check. Since the message is injectively

encoded with (app
id
, 𝑒, 𝑟, 𝑡𝑠), a replay of an old response cannot be

accepted for a different challenge. Hence any non-negligible advan-

tage in ExpfreshA (𝜆) implies either a signature forgery or a violation

of the trusted SP state machine. This proves the authenticity and

freshness claims in Theorem 4.1.

Proof of Theorem 4.2 (MRID Uniqueness). Let 𝑝𝑘
0
, 𝑝𝑘

1
be two

independent key pairs generated by the device key-generation algo-

rithm, and suppose SHA256(𝑝𝑘
0
) = SHA256(𝑝𝑘

1
). There are two

possibilities. If 𝑝𝑘
0
= 𝑝𝑘

1
, then the event is a key-generation colli-

sion; because the key-generation algorithm samples from a space

of size at least 2
𝜆
, the probability is at most 2

−𝜆
. If 𝑝𝑘

0
≠ 𝑝𝑘

1
, then

the two distinct public keys form a SHA-256 collision. By collision

resistance of SHA-256, this occurs with negligible probability. By

the union bound,

Pr[SHA256(𝑝𝑘
0
) = SHA256(𝑝𝑘

1
)]

≤ Pr[𝑝𝑘
0
= 𝑝𝑘

1
] + Pr[CollSHA256 (𝑝𝑘0, 𝑝𝑘1)],

which is negligible. Therefore the probability that two indepen-

dently generated public keys produce the same MRID is negligible,

proving Theorem 4.2.

Proof of Theorem 4.3 (Cross-Identity Unlinkability). We define two

worlds. In world 𝑏 = 0, the challenger initializes both identities 𝑒0
and 𝑒1 on the same device. In world 𝑏 = 1, they are initialized on

two different devices. Let 𝑉𝑏 denote the SP-visible transcript distri-

bution in world 𝑏. In both worlds, each identity key is generated

independently from the same key-generation algorithm, the Privacy

CA certificate is generated from the same certificate-generation

procedure, and the signed values are computed over fresh chal-

lenge messages with the same message format. The server’s view

therefore consists only of certified public keys, certificate material,

signatures, and the challenge metadata; there is no device-specific

value in the certificate or the signature beyond the key material

itself, which is already included in the public key. Thus the induced

distributions 𝑉0 and 𝑉1 are computationally indistinguishable, be-

cause any distinguisher would have to detect device provenance

from values that are generated from the same distribution and

are independent of the underlying device assignment. Formally,

if an adversary could distinguish 𝑉0 from 𝑉1 with non-negligible

advantage, then it would either break the signature scheme, the

certificate distribution assumptions, or the assumed independence

of the key-generation process. Since all of these are excluded by the

security assumptions, the distinguishing advantage is negligible.

This proof intentionally excludes side channels (timing, IP ad-

dress, account metadata, CA–SP collusion, and the degenerate case

𝑒0 = 𝑒1), which are outside the stated threat model and therefore

are not part of the cryptographic guarantee. The theorem therefore

captures precisely the claim made in the main text: for distinct

identities, the server cannot tell whether their transcripts came

from one device or two, except with negligible probability.

D Study Site Design
We designed a website to conduct the study with our participants.

Some of the pages of the website are shown in Fig. 6 and Fig. 7.

More details of the study are provided in Section 5.1.

E App for Generating MRIDs
We created a fully functional app that instantiates the urid_agent
on an Android phone. This demonstrates that the urid_agent can be

deployed without modifying the OS. This enables faster deployment

of URIDs. Some screenshots of the app are given in Fig. 8.
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Figure 6: From top: (1) Home page showing the current task,
(2) Loading screen with URIDs, (3) Post-distraction image
test, (4) Distraction task, and (5) Image-only recognition task
(in the third week).

Figure 7: (Top) Control test with no URIDs, and (Bottom)
experimental test with embedded URID images.
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Figure 8: (Top) Android application debug interface, (Middle)
Output for attestation key generation and the certificate re-
quest sent to the Privacy CA. (Bottom) Output for generating
and attesting the ID key, and the ID request sent from the
SP’s server.
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